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Aggregation Devices Processing Keep- alive Messages 
of Point-to-point Sessions 



Background of the Invention 



Field of the Invention 

The present invention relates to communication networks, and more specifically to 
a method and apparatus for supporting keep-alive messages of point-to-point sessions in 
aggregation devices (e.g., network access servers and home gateways). 

Related Art 

Point-to-point sessions ("PPP sessions") are often set up between remote systems 
(e.g., personal computer systems at homes) and communication networks. A PPP session 
generally allows data transfer between a remote system and a termination device situated at 
the edge of a communication network. The termination device usually provides additional 
communication to enable a remote system (at one end of a session) to communicate with a 
target host as is also well known in the relevant arts. The communication between a host and 
a remote system forms the basis for several user applications. 

Point-to-point protocol (PPP) described in request for comment (RFC) 1661, available 
from www.ietf.org . is a common protocol for establishing point-to-point sessions. As 
described in RFC 1661, communication networks may be implemented using transport 
protocols such as Internet Protocol, ATM and/or Frame Relay. As the host systems and 
remote systems are at either end of corresponding applications, the two systems are 
commonly referred to as end systems. 
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End systems send and receive data from aggregation devices, which are located at the 
edge of communication networks. The aggregation devices which are close to the remote 
systems may be referred to as network access servers (NAS) and the devices which are close 
to the host are referred to as home gateways. In general, an aggregation device serves as a 
common node in the path of several sessions, and interfaces with the corresponding (close) 
end systems. 

An end system may send a keep-alive message typically to check the status of the end 
to end connection supporting a session. For example, in the case of extended period of 
inactivity on a session, an end system may wish to check whether the inactivity is due to 
outage in the underlying connection path or merely due to the inherent operation of 
applications using the session. If the keep alive message is not received back, the end system 
may release the session, thereby releasing resources such as session related queues and other 
memory entries in devices in the session path. Such release typically leads to more optimal 
use of the resources in networks. 

In one prior system, an aggregation device forwards each received keep alive message 
to the other ("peer") aggregation device at the edge of the communication network. The 
other aggregation device responds back indicating the status of the tunnel. The status 
information may be communicated to the end system originating the keep-alive message. 

One problem with such a prior system is that a network may support many sessions, 
and the keep-alive data transfers may consume an undesirable amount of available bandwidth 
on the network. As a result, the prior art approach may be unacceptable at least in some 
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environments. Accordingly, what is needed is a method and apparatus which allows the 
bandwidth on the network to be optimally used while potentially continuing support for the 
end systems in relation to keep alive messages. 



The present invention minimizes the overhead on a communication network caused 
by processing keep-alive status messages by aggregating several such messages into a single 
packet ("aggregated request packet' 5 )? and transmitting the single packet on the 
communication network. A reply message ("aggregated reply packet") received on the 
communication network may also contain the status of multiple sessions, thereby further 



processes all the messages related to the keep-alive message processing. The keep alive 
processor passes all the keep-alive messages received from end systems to a message 
aggregator. The message aggregator aggregates the messages into a single aggregated 
request packet and sends the packet to a peer aggregation device. Only messages related to 
sessions terminating on the same peer aggregation device may be aggregated into a single 
packet such that only peer aggregation devices may need to be modified to operate in 
accordance with the present invention. 

The aggregation device may also contain a de-aggregator which receives a aggregate 
reply packet (from a peer aggregation device) containing the status information of several 
sessions. The de-aggregator may update the information in a remote status table. The replies 
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Summary of the Invention 



reducing the data overhead. 



In an embodiment, an aggregation device contains a keep alive processor which 





to the end system may be based on the information on the remote status table. 

According to another aspect of the present invention, an aggregation device may 
contain proxy server which sends a status reply message without waiting for the aggregated 
reply packet from the peer aggregation device. The proxy server may further send a status 
reply message indicating that the session status is alive/OK when a first keep-alive message 
is received for the session. Accordingly, the information in the remote status table may be 
initialized to indicate that the session is alive/OK when the session is set up. 

Further features and advantages of the invention, as well as the structure and operation 
of various embodiments of the invention, are described in detail below with reference to the 
accompanying drawings. In the drawings, like reference numbers generally indicate 
identical, functionally similar, and/or structurally similar elements. The drawing in which 
an element first appears is indicated by the leftmost digit(s) in the corresponding reference 
number. 



The present invention will be described with reference to the accompanying drawings, 
wherein: 

Figure 1 is a block diagram illustrating an example communication environment in 
which the present invention can be implemented; 

Figure 2 is a flow chart illustrating a method in accordance with the present invention; 

Figure 3 is a block diagram illustrating the internals of a network access server (NAS) 
in an embodiment of the present invention; 



Brief Description of the Drawings 
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Figure 4 is a block diagram illustrating the internals of a home gateway in an 
embodiment of the present invention; and 

Figure 5 is a block diagram illustrating an embodiment of the present invention 
implemented substantially in the form of software. 



1. Overview and Discussion of the Invention 

An aggregation device in accordance with the present invention aggregates several 
keep-alive messages of different sessions into a single packet ("aggregated request packet"), 
and transmits the single packet. The aggregation device at the other end of the session may 
receive the single packet and generate a single keep alive reply packet ("aggregated reply 
packet") indicating the status of all the requested sessions. Due to the aggregation, the data 
related to keep-alive messages and/or replies may be minimized, and more bandwidth may 
be available for the data related to user applications executing on end systems. 

The invention is described below with reference to an example environment for 
illustration. It should be understood that numerous specific details, relationships, and 
methods are set forth to provide a full understanding of the invention. One skilled in the 
relevant art, however, will readily recognize that the invention can be practiced without one 
or more of the specific details, or with other methods, etc. In other instances, well-known 

0 

structures or operations are not shown in detail to avoid obscuring the invention. 
Furthermore the invention can be implemented in other environments. 



Detailed Description of the Preferred Embodiments 
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2. Example Environment 




^<^1 Figure 1 is a block diagram illustrating an example communication environment 100 

V ' in which the pr isent invention can be implemented. Communication environment 100 is 
shown containii g remote systems 1 10- A through 1 10-X, access network 120, network access 
5 server (NAS) 150, home gateways 170-A and 170-N, and hosts 190-A and 190-B. Each 
system is descr bed below in further detail. 

Remote systems 1 10- A through 1 10-X are used by subscribers (or end users) to access 
hosts (e.g., 190) of/interest. Devices commonly knows as customer premise equipment 
(CPE) and computer systems with modems are examples of remote systems 1 10- A through 
y =10 1 10-X. Each remote system 1 10-A through 1 10-X may access a desired host 190-A or 190- 

1 

B. Only a few representative remote systems and hosts are included in Figure 1 for 
1 illustration. Typical environments contain many more systems in reality. 

Access network 120 provides the electrical and physical interface consistent with the 
technology (e.g., remote access, Digital Subscriber Line) used by the corresponding remote 
15 system. In general, access network 120 enables a point to point session to be set up between 
each remote system and NAS 150. 
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Network access server (NAS) 150 and home gateways 170-A and 170-B (aggregation 
devices in general) may be implemented for implementation of tunnels on backbone path 
157-A. The aggregation devices may also serve as termination points of PPP sessions as is 
20 well known in the relevant arts. Backbone path 157-A may contain several intermediate 
devices (not shown) and can be implemented in a known way. In general, NAS 150 and 
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home gateways 170-A and 170-B support sessions provided using backbone path 157-A. 

While supporting sessions, the aggregation devices may receive keep alive messages 
from the corresponding end systems. The manner in which the messages may be processed 
in accordance with several aspects of the invention is described below in further detail. 

3. Method 

Figure 2 is a flow chart depicting a method in accordance with the present invention. 
The method is described with reference to Figure 1 for illustration. However, the method 
may be performed in other environments also. The method starts in step 201, in which 
control immediately passes to step 210. 



<$l In ste p 

remote system 



aggregates th 



210, NAS 150 receives a plurality of keep-alive messages from different 
> (1 10-A through 1 10- A) related to different sessions. In step 220, NAS 150 
i messages into a single packet ("aggregated request packet") suitable for 
transmission ( n backbone path 157-A. The packet can be generated in any format, but needs 
to be consistent with the implementation of home gateway 170-A. 

\ 

^ In step 4 :40, NAS 1 50 transmits the aggregated request packet to home gateway 1 70-A 
(peer aggregation device) on path 157. In an embodiment described below, NAS 150 



transmits a pa 
periods (e.g., 



:ket covering the keep-alive messages received in each of a successive time 
0 seconds). 
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In step 2J>0, home gateway 170-A receives the packet and generates an aggregated 
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reply packet indicating the status of the sessions requested by the packet generated in step 
220. The reply packet also can be of any format, but needs to be consistent with the 
implementation of NAS 150. In step 270, the packet is transmitted to NAS 250. Control 
then passes to si ep 2 10, in which NAS 1 50 continues to monitor for more arriving keep-alive 
messages. 

Thus, the method of Figure 2 enables aggregation devices to check the status of the 
sessions while causing minimal traffic overhead on backbone path 15 7- A. An example 
packet format used by NAS 150 and home gateway 170- A is described next. 

4. Packet Format 

An example format of a packet consistent with PPP protocol is indicated below. 
Further details of the format and specific values are described in RFCs 1661 and 2661, which 
are both incorporated in their entirety herewith into the present application. 



Byte 1 : Indicates the protocol within PPP. The value may be set to PPPJLCP (link 
control protocol). 

/ Byte 2: Indicates a code with the PPP protocol. According to an aspect of the present 
invention, the value is set to 12, a new value not specified by the RFCs. 

Byte 3: Indicates the type oftiie keep-alive packet. A value of 1 may be used to 
indicate keep-alive requests and 2 to indicate keep-alive responses. 

Byte 4: Indicates count, which is the number of keep-alive messages or responses 
being aggregated in the present packet. 



41 
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Bytes 



5 Onwards: Number of sets equal to count, with each set containing MID field, 
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NAS magi- \ field, Client Magic Field and a status field. The four fields are described below 
in further < etail. 

MID (2 Bytes): MIS is a L2F session identifier corresponding to the PPP session. 
MID may be negotiated when the session is set up in a known way. 

Aggregation Device Magic Number (2 bytes): In the packet transmitted from NAS 
1 50, the field corresponds to a magic number maintained in NAS 1 50 for the session to which 
the triplet relates. In the packet transmitted from home gateway 170-A, the field corresponds 
to a magic number maintained in home gateway 170-A for^the session to which the triplet 
relates to. Magic numbers are described below in further detail. 

Client Magic Number (2 bytes): A magic number for the session maintained at remote 
system originating the session status request in the packet sent by NAS 150. In the packet 
received from home gateway 170-A, the field may be set by home gateway 170-A. 

Status: A bit which is set by home gateway 170-A to one logical value to indicate that 
the status is alive/OK and to another logical value to indicate that the status is not alive/OK. 



In general, magic numbers are unique numbers used to ensure that no loops are 
present in the communication. Magic numbers are described in further detail in RFC 1661, 
which is incorporated in its entirety herewith. Embodiments of NAS 150 and home gateway 
1 70- A which implement the features described above are described next. 

5. Network access server (NAS) 

Figure 3 is a block diagram illustrating the internals of NAS 150 in an embodiment 
of the present invention. NAS 150 is shown containing input interface 310, de-encapsulator 
320, keep-alive processor 330, proxy reply 340, encapsulator 350, output interface 360, 
Patent Page 1 0 of 28 CSCO-002/9470 1 



message aggregator 370, and de-aggregator 380. Each component is described below in 
further detail. The components may be implemented in one or a combination of hardware, 
software and firmware. 

Input interface 310 receives frames/packets from remote systems (1 10- A through 1 10- 
X) and home gateway 170-A. The frames/packets are passed to de-encapsulator 320. De- 
encapsulator 320 examines the headers to determine whether the packets relate to keep-alive 
processing, in which case the data in the frames/packets is passed to Keep-alive processor 
330. 

Keep-alive processor 330 examines the data received from de-encapsulator 320 to 
determine the manner in which the data is to be processed further. If the data represents an 
aggregated reply packet, the data is passed to de-aggregator 380. An aggregated reply packet 
indicates the status of several sessions, and is described in further detail below with reference 
to Figure 4. 

If the data is received from a remote system and related to keep-alive status checking, 
keep-alive processor 330 passes the data to message aggregator 370. In addition, keep-alive 
processor 330 causes proxy reply 340 to generate a status reply message immediately 
(without having to wait for the status to be checked at the other end of the session). In 
parallel, message aggregator 370 checks the status of the session(s) as described below. 



De-aggregator 380 receives data related to an aggregated reply packet and examines 
the data to determine the status of different sessions. In an embodiment, each reply packet 
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contains the status of all sessions (identifiers) included in a packet sent by message 
aggregator 370. Remote status table 341 is updated to reflect the status of the sessions in the 
received packet. De-aggregator 380 needs to be implemented consistent with the format 
designed in the implementation of home gateway 170-A. Remote status table 341 may 
further store a magic number associated with each session. 

Proxy reply 340 generates proxy replies to the remote system originating a keep-alive 
message. The proxy replies may be generated based on the information available in remote 
status table 341. In an embodiment, a reply that the session is alive/OK is generated when 
a status request related to a session is received for the first time. Accordingly, remote status 
table 34 1 may be initiated with a status of alive/OK when a session is first initiated. It should 
be appreciated that the end systems are expect to recover from any erroneous status reply 
given the first time. 

Message aggregator 370 receives keep-alive messages received for various sessions, 
and aggregates several of the messages into a single packet. Only the messages related to 
sessions terminated at the same peer aggregation device may be aggregated into a packet. 
That is, one packet may be generated for sessions terminating on home gateway 1 70-A and 
another packet may be maintained for packets terminating on home gateway 170-B. 

The packet format may be consistent with the description in the previous section on 
packet format. In one embodiment, each packet contains information for keep-alive 
messages received in a specific duration (e.g., 10 second interval). That is, a packet may be 
sent every 10 seconds. However, if sufficient requests are received in a shorter duration, a 
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packet may be initiated ahead of the end of the interval. 

Encapsulator 350 encapsulates data consistent with the medium protocol and purpose. 
For example, when proxy reply 340 is to send a keep-alive response, some of the data may 
be received from proxy reply 340 and encapsulator 350 may encapsulate the received data 
for transmission to the remote system (e.g., 1 10- A) triggering the response. On the other 
hand, if an aggregated keep- alive message packet is to be transmitted, encapsulator 350 may 
encapsulate the packet consistent with the protocol (e.g., ATM, Frame Relay or IP) on path 
157-A. Output interface 360 transmits the encapsulated packet on the desired path. Output 
interface 360 and encapsulator 350 may be implemented in a known way. 

From the above description, it may be appreciated that NAS 150 sends an aggregated 
keep-alive message packet and receives an aggregated keep-alive reply (response). NAS 1 50 
stores the status of the sessions as indicated in the response and generates a proxy response 
based on the stored information. It is further noted that home gateway 170-A is described 
as generating the aggregated keep-alive reply packet. The manner in which home gateway 
170-A may generate the reply packet is described below in further detail. - 

6. Home Gateway 

Figure 4 is a block illustrating the details of home gateway 1 70- A in one embodiment. 
Home gateway 170-A is shown containing input interface 410, de-encapsulator 420, keep- 
alive processor 430, reply generator 440, local status table 441, session manager 470, 
encapsulator 450, and output interface 460. Each element is described below in further 
detail. 
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Where applicable, the elements are described by comparing with similar elements of 
Figure 3 for conciseness. Input interface 410, de-encapsulator 420, encapsulator 450, and 
output interface 460 may be implemented similar to input interface 310, de-encapsulator 320, 
encapsulator 350, and output interface 360 respectively, but adapted for their specific 
environments. 



Keep-alive processor 430 may also be implemented similar to keep-alive processor 
330, except that data and control are passed to reply generator 440 when an aggregate keep- 
alive message packet is received. Similarly, keep-alive processor 430 passes data and control 
to session manager 470 when a received packet relates to updating the status of a session. 

Session manager 470 updates the content of local state table 441 by determining the 
status of various sessions having home gateway 170-A as an end-point. Session manager 470 
may send the necessary packets using encapsulator 450, and receive the response packets 
from keep-alive processor 430. The manner in which the status of the sessions may be 
determined can be implemented in a known way. 

Reply generator 440 examines the data in the keep-alive message packet to determine 
the sessions whose state (status) is requested, and retrieves the corresponding information 
from local status table 441 . Based on the retrieved information, reply generator 440 provides 
the data forming the reply packet to encapsulator 450, 

Encaj sulator 450 encapsulates the data received from reply generator 440 and sends 
the aggregates reply packet using output interface 460 to NAS 150. NAS 150 may then 
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process tty reply packet as described above with reference to Figure 3. 

7. Software Implementation 

Figure 5 is a block diagram illustrating the details of a network device (e.g., NAS 1 50) 
in one embodiment. NAS 150 is shown containing processing unit 510, random access 
memory (RAM) 520, storage 530, output interface 560, network interface 580 and input 
interface 590. Each component is described in further detail below. 



Output interface 560 provides output signals (e.g., display signals to a display unit, 
not shown) which can form the basis for a suitable user interface for a user to interact with 
NAS 150. Input interface 590 (e.g., interface with a key-board and/or mouse, not shown) 
enables a user to provide any necessary inputs to NAS 150. Output interface 560 and input 
interface 590 can be used, for example, to enable configuration of NAS 150. 




Network interface 580 enables NAS 150 to send and receive data on communication 



^ networks using 



correspond to 
15 580, output 



3rotocols as asynchronous transfer mode (ATM). Network interface 580 may 
nput interface 310 and output interface 390 of Figure 3. Network interface 
interface 560 and input interface 590 can be implemented in a known way. 



RAM 530 and storage 530 may together be referred to as a memory. RAM 530 may 
*V 'receive instructions and data on path 550 from storage 530. Secondary memory 530 may 
contain units s ach as hard drive 535 and removable storage drive 537. Secondary storage 
530 may store the software instructions and data, which enable NAS 550 to provide several 
20 features in aco >rdance with the present invention. 
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Some or all of the data and instructions may be provided on removable storage unit 
540, and the data and instructions may be read and provided by removable storage drive 537 
to processing unit 510. Floppy drive, magnetic tape drive, CD-ROM drive, DVD Drive, 
Flash memory, removable memory chip (PCMCIA Card, EPROM) are examples of such 
removable storage drive 537. 

Processing unit 510 may contain one or more processors. Some of the processors can 
be general purpose processors which execute instructions provided from RAM 520. Some 
can be special purpose processors adapted for specific tasks (e.g., for memory/queue 
management). The special purpose processors may also be provided instructions from RAM 
520. In general processing unit 510 reads sequences of instructions from various types of 
memory medium (including RAM 520, storage 530 and removable storage unit 540), and 
executes the instructions to provide various features of the present invention. 

Embodiments according to Figure 5 can be used to generate aggregate request packets 
and aggregate reply packets as described above. Thus, the present invention provides an 
efficient way to process keep-alive messages received from end systems. 

8. Conclusion 

While various embodiments of the present invention have been described above, it 
should be understood that they have been presented by way of example only, and not 
limitation. Thus, the breadth and scope of the present invention should not be limited by any 
of the above-described exemplary embodiments, but should be defined only in accordance 
with the following claims and their equivalents. 
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